
 






Datanet at ARK
On-Boarding Guide and Rules of the DC




Address: ARK Data Centres, Building A101, Cody Park South Gate,
Old Ively Road, Farnborough, Hampshire, GU14 0LH
(tip: address details and map here: https://www.datanet.co.uk/ark-address/


Datanet Support 24x7	T: 01252 813396	Support@datanet.co.uk
ARK Service Desk 24x7	T: 01225 818999	ASD@arkdatacentres.co.uk



ARK is certified to the following standards:
• ISO 27001 (Information Security Management System)
• ISO 14001 (Environmental Management System)
• ISO 9001 (Quality Management System)
• ISO 22301 (Business Continuity Management System)
• ISO 50001 (Energy Management Systems)
• PCI DSS Version 3.2.1 Category Level 1 Service Provider

Datanet is certified to the following standards:
• ISO 27001 (Information Security Management System)


Confidentiality: whilst on site in our data centres, any information (verbal, written, electronic or observed) should be treated as confidential and not retained or disclosed unless you have written agreement from Datanet.co.uk Limited.









On behalf of the Datanet Team, Welcome to the Datanet at ARK Data Centre and thank you for coming on the journey with us to the ARK Data Centre, Farnborough.
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DATANET.CO.UK LIMITED, Data Rooms 2&4, Building A101, ARK Data Centres, Cody Park South Gate, Old Ively Road, Farnborough, GU14 0LH           CMC010324
Postal address: DATANET.CO.UK LIMITED, PO Box 1124, Camberley, Surrey, GU15 9UD           Datanet 24x7 Support:   Support@datanet.co.uk   T: 01252 813396   			
At a glance summary of the ARK Farnborough data centre

(1) There are 6 large data centre buildings at ARK Farnborough, A101 to A106, Datanet have two independent data halls in A101. Both halls are on the first floor and are named DR2 and DR4, each containing about 150 racks shared with Capita. Your rack will be in DR2 or DR4 and you will be shown how to get to the front and back of your rack during your first visit when you arrive to complete this on-boarding process and get your permanent security access.

(2) Security arrangements at ARK are strict. Once you have completed the on-boarding process (requires Government issued photo ID such as your passport or driving licence) and you have been issued a permanent security access card, you can come and go 24x7 without notification, but you must bring your security access card and car pass for each visit. Three factor authentication is used: card, pin and biometric fingerprint.

(3) [bookmark: _Hlk159871123]Visitors (somebody without a permanent security access card) will only be allowed access to A101 DR2 or DR4 by arrangement with Datanet at least one business day in advance and on the day must be accompanied by you (a permanent security access card holder). On the day of their visit your visitor will be asked, at the main security reception, for Government ID to gain access, acceptable Government ID is a passport or driving license in their name. Even if your visitor already has arranged access to other areas of A101 you must advise Datanet if your visitor wishes to have access to DR2 or DR4. Emergency access for support engineers e.g. Dell, HP etc. can be arranged as an emergency exception. 

(4) Storage of non IT equipment (flammables, paperwork, packaging etc.) is only permitted in suitable flame retardant storage e.g. rack drawers: https://www.amazon.co.uk/19-inch-2u-Rack-Drawer/dp/B006BVXQDU  or  https://cpc.farnell.com/pulse/rd2s/rack-drawer-2u-210mm/dp/DP32516 these are examples, please make your own choice
As the Datanet racks are particularly large at 47U x 800w x 1200d there is adequate room for rack drawers at the back of the rack, just be mindful not to restrict the air flow.

(5) Any cabling between racks must be arranged by Datanet and must use the overhead cable trays. Leviton (Brand-Rex) or Excel high performance smoke and halogen free cabling must be used between racks and anywhere outside of your rack.

(6) Datanet provides a pair of APC 8853 32A PDU’s for your use (36xC13 & 6xC19), we require permanent use of the data port for power readings. You can provide your own PDU’s however, please discuss suitability with us as we will still need access for power readings over the network and your PDU will need to be compatible with our power measuring solution and be a proper fit for the rack. The pair of PDU’s derive their power from separate A/B power feeds, best practise is to supply your (dual powered) critical equipment from separate PDU’s. If you do not have equipment with dual power supplies you may wish to add a static transfer switch (STS or ATS).

(7) All racks must be fully blanked to ensure cool air passes through your devices and no cool air escapes into the hot aisle! We can provide air blanking covers to fill any voids in your rack, and if you remove kit, remember to blank the space. Edge brush strips are provided for cables etc. that pass through the sides and must also be used to ensure cool air does not escape into the warm aisle (refer diagram on page 6).


(8) Do not leave any tools or equipment outside of your rack or in the aisles for longer than necessary and always leave the area tidier than you found it.

(9) Extensive mechanical/electrical works such as cabling new rack, moving large amounts of equipment from one rack to another or around the data halls may require RAMS (Risk Assessments & Method Statements) please discuss with Datanet.

(10) All delivery or collection requests must be advised to Datanet by 17:30 the previous business day, please email Support@datanet.co.uk. The delivery address is: Your-Company-Name, c/o DATANET.CO.UK, ARK Data Centres, Building A101, Cody Park North Gate, Bramshot Lane, Farnborough, GU14 0LH The North Gate entrance is the main entrance for van and lorry deliveries and for access to the loading bays on weekdays Monday to Friday between 7am and 7pm. Deliveries outside these times can be arranged with security at the main South Gate. More detail and maps here: https://www.datanet.co.uk/ark-address/

(11) For your convenience, there is a kitchen with tea and coffee facilities, additionally there are toilet and shower facilities. There is also a Client Room #4 which you can use for working on your equipment and you can use the server lift and crash carts, though you may need to book these latter two in advance.

(12) You can also book the meeting room for your client or staff meetings, this is on a first come basis so please do book with Datanet well in advance: Support@datanet.co.uk.



Internet Connectivity Solutions, options for connecting your rack to our core

Your rack will be provided with a pair of Internet connections and we recommend that both are connected to your equipment for resilience.  All connections are presented on RJ45 over CAT6e.  10Gb ports are available for Ultra full racks, whilst ⅓rd racks are provided with 1Gb connections.

In order to provide our customers the best redundancy options and to protect our network we have outlined our recommended configurations for your internet access feeds. 

Please review this following section and select the most appropriate option for your needs. You must let us know of your selected choice before you plan to move into your rack so our engineers have time to install your cabling and configure and test your solution. 

We encourage you to go live during business hours so our network team will be able to assist you should an unexpected issue with your configuration occur.  Should you have any trouble deciding which option is the most suitable, please contact Support@datanet.co.uk and we will arrange for a member of the network team to discuss your options with you. 


Option 1 (not recommended for mission critical services)

Using only one of the pair of Internet connections from Datanet’s core network to your rack. This can be used with your router, switch or firewall. You can have your public subnet assigned to it or use a /30 or /31 and have another larger public subnet behind your device (customer device providing L3 functionality). Gateway resilience is provided using a VRRP configuration on Datanet’s core routers. It is worth noting that Datanet has loop and root protection in place on all switch interfaces as default.
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	Availability: Location 
	Full Rack (47U)
	⅓rd Rack (15U)

	Datanet at ARK
	
	




Option 2 

The following connectivity options provide dual feeds from our core switches into your rack, default gateway services are provided by a VRRP setup on Datanet core. We also support this design to customer’s switches, but the customer must ensure both feeds are in the same Layer two segment on the customer’s network for VRRP to converge correctly.
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	Availability: Location 
	Full Rack (47U)
	⅓rd Rack (15U)

	Datanet at ARK
	
	 (Option A Only)



Option 3 

Datanet provides dual feeds from separate core switches and each of these ports are configured as /30 or /31 subnets. The customer’s main subnet is then routed from Datanet to the Customer Edge. Datanet will configure static routes to each customer router which will provide inbound redundancy if the customer router fails or the feed goes down. The customer announces their subnets to Datanet using BGP. The BGP configuration can be setup by using Private AS numbers provided by Datanet or by using the customer’s Public AS number.
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	Availability: Location 
	Full Rack (47U)
	⅓rd Rack (15U)

	Datanet at ARK 
	
	



Positioning of devices, airflow considerations

For the most efficient cooling, we require air flow from cold aisle to the hot aisle such that the front of your devices would be facing the cold aisle drawing in cool air and your devices exhaust the warm air to the warm aisle. This is front to back air flow which ensures efficiency, reduces environmental impact and keeps cooling costs down. 

Furthermore, please ensure there are no air gaps allowing cool air to escape through to the warm aisle. Please use the air blanking covers provided or discuss your needs with Datanet. Edge brush strips are provided for cables etc. that pass through the sides and must also be used to ensure cool air does not escape into the warm aisle (refer diagram). If you remove a device you must insert air blanking covers, ask Datanet we can help with these. All racks must be fully blanked to prevent cool air escaping to the hot aisle!

[image: ]
Warm aisle                     Cool aisle                      Warm aisle

· ALL hardware must be unpacked in the delivery area or the client room before being taken into the data centre halls. Packaging left in the delivery area will be removed and disposed of by ARK staff. No packaging materials or food and drink can to be taken into the data centre halls.
· Installation of your equipment must be carried out in accordance with Health and Safety guidelines (refer page 7).


Working and welfare facilities
Client Room #4 (first floor, opposite DR2, DR4) is available for working on and preparing your equipment and you can use the server lift and crash carts, though you may need to book these in advance. For your convenience there is a kitchen with tea and coffee facilities, also toilet and shower facilities.

Please read the attached Important “Rules for working in the DC” and “Health & Safety Induction” to keep you and all our visitors safe and to save time at reception completing the access protocols:



ARK Rules for working in the Data Centre (double click): 


ARK Health & Safety Induction (double click):   



Accidents, Emergencies or Health & Safety matters should be reported to the:
ARK Service Desk T: 01225 818999 or ASD@arkdatacentres.co.uk

Datanet Support 24x7	T: 01252 813396	Support@datanet.co.uk
ARK Service Desk 24x7	T: 01225 818999	ASD@arkdatacentres.co.uk

ARK normal hours: 06:30 to 19:30
ARK out of hours: 19:30 to 06:30
ARK alternative security numbers: 01225 818970 / 818972 / 818949

ARK duress number, in the event you want to alert security to a duress situation:
At the keypad enter your pin code with the last digit increased by 1, e.g.
usual PIN: 3052	duress PIN: 3053
usual PIN: 7890	duress PIN: 7891
usual PIN: 1369	duress PIN: 1360 (only the last digit increases)




Address: ARK Data Centres, Building A101, Cody Park South Gate,
Old Ively Road, Farnborough, Hampshire, GU14 0LH
(tip: address details and map here: https://www.datanet.co.uk/ark-address/

DATANET.CO.UK LIMITED, Data Rooms 2&4, Building A101, ARK Data Centres, Cody Park South Gate, Old Ively Road, Farnborough, GU14 0LH          CMC010324
Postal Address: DATANET.CO.UK LIMITED, PO Box 1124, Camberley, Surrey, GU11 9UD          Datanet 24x7 Support:   Support@datanet.co.uk   T: 01252 813396   		Page 1
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Ark 7017 M Rules for Working in a Data Centre.pdf
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Ark_HS_Site_Induction_Version_13_280223.pdf
This Health and Safety Induction is an essential pre-requisite of
working at Ark.

Failure to complete this induction will mean refusal of relevant work
permits and prevention of any work being carried out on site by you
or your company.

The objective of this induction is to maintain a safe place of work
and ensure the safety of you and others. This includes information
on how Ark manages emergencies, incidents and major incidents in

order to ensure that you can respond safely.

AAAAAAAAAAA

V13.0, Issued 28/02/23
14010-G-H&S Site Induction





Certifications

Ark is certified to the following standards:

« ISO 27001 (Information Security Management System);
* ISO 14001 (Environmental Management System);

* [SO 9001 (Quality Management System);

« IS0 22301 (Business Continuity Management System) ;
+ [SO 50001 (Energy Management Systems).

We pride ourselves in designing, building and operating data centres that are amongst the most energy
efficient in Europe. To maintain this position and as part of our commitment, Ark requires you to consider
aspects such as energy efficiency, security, customer experience and the environmental impact of business
activities of our organisation within your everyday activities.

If you identify any opportunities where changes to our practices, processes and technology could improve
our activities in the above areas, please e-mail your thoughts to Compliance@arkdatacentres.co.uk

All suggestions will be considered and are captured within the relevant opportunities or improvement
register. Each suggestion is reviewed by the relevant team, that team then ensures any relevant action(s)
are agreed with will provide appropriate feedback to you around your suggestion. These registers form key
tools that are used within a number of standards and schemes to demonstrate our compliance.

o

O
A F: K V13.0, Issued 28/02/23

pATA RN T RES 14010-G-H&S Site Induction




mailto:Compliance@arkdatacentres.co.uk



Certifications

Ark maintains the following standards:
* Investors in People (Platinum)

* Cyber Essentials Plus

« PCIDSS

« SOC2

It is the responsibility of all members of staff, clients, contractors & visitors to help maintain these
standards when working at, or visiting, Ark.

Where appropriate contractors or clients may be required to sign a Non-Disclosure Agreement (NDA)
with regards to confidentiality and proprietary information.

o
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General Campus Rules

By following this list of rules and good practice recommendations you will help us maintain a world
class data centre.

Induction - MUST be completed before working at Ark.

Security - Please display your Ark ID at all times and honour the terms and conditions under which it was
issued.

If you see someone without an Ark ID badge please ask them why.

Vehicle passes MUST be displayed at all times and if traversing through a vehicle gate you MUST
ensure the gate is fully closed before driving away.

Cameras - All use of cameras on site is strictly forbidden unless prior approval is obtained from Ark.

Medical Conditions — Inform your host if you have any condition which may lead to a higher susceptibility to
the potential effects of exposure to Electro Magnetic Fields (EMFs) e.g. medical devices, pregnancy or any
condition that may impact your or others ability to follow emergency procedures.

Speed Limit - A speed limit is in force at all times.

Mobile Electronic Devices ( M.E.D ) - The use of certain Mobile Electronic Devices in key areas is prohibited.
Ark does however operate an exception to this rule for equipment required for the purpose of carrying out
maintenance or technical tasks such as apparatus configuration etc.

o
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General Campus Rules Continued

Smoking - Vaping - All Smoking, including vaping is only permitted in the designated areas and is
strictly prohibited within the building fence lines.

Food & Drink - Both food and drink are forbidden in the data rooms.

Pedestrian Safety — Pedestrians must use the paths and crossing points provided, any activity that
requires a route where no path exists is Must have an individual risk assessment.

Vehicles — All drivers must give way to pedestrians and must wait for the pedestrians to clear their
intended route before carefully proceeding.

Packaging - Packaging materials should not be taken into the data rooms.

Loading bays and cages - Loading bays should be cleared of all waste each day, cages should be
cleared at the agreed date on the cage booking.

Zero tolerance to abuse & harassment — Ark operates a zero tolerance policy towards any form of
abuse or harassment towards any member of Ark staff or any supplier undertaking work on Ark’s behalf.

o
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General Campus Rules Continued

Evacuations - In the event of a building evacuation you should go directly to the assembly point.

Chemicals - All Chemicals must have COSHH details available before use, any chemicals used on
campus must be approved by Ark.

Administrative & Welfare Areas - Please always leave the communal, administrative and
welfare areas as you would like to find them.

Lifts — Any activities requiring riding in lifts must be approved by the building management team for
the building concerned, in the case of datacentre lifts the building management team may supervise
lift use.

Contact Ark - If you are in any doubt about your own or others actions or you wish to report a
technical, facilities or estates issue please contact Ark Service Desk on 01225 818999 or email them
on ASD@arkdatacentres.co.uk

o
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Hosting

When you are hosting you MUST:

Collect your visitor(s) from reception or to have arrangements in place for their arrival.
Be aware of the content of the Ark safety and security leaflet and to distribute it to your visitors .
Ensure that all relevant security protocols have been followed.

Ensure relevant arrangements have been made if you have been informed by your visitor of any medical
conditions that require additional arrangements such as a Personal Emergency Evacuation Plan (PEEP).

Brief visitors on any health, safety or welfare considerations, especially:

Actions in the event of an emergency

The assembly point locations

Building response plans

Safe egress routes

The location of restrooms and kitchen facilities.

When entering a BladeRoom brief visitors on the operation of the gas discharge systems.
Be familiar with the Ark duress procedure and advise your visitor(s) accordingly.

At no point should your visitor(s) be left unescorted, be aware that your visitor(s) have restricted

access for safety and security reasons.

o
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Fire Emergency and Safety Actions - Evacuation

Please ensure that you:

DO NOT collect your belongings or delay your exit
DO NOT attempt to tackle the fire

High heels are to be removed prior to using the

Fire Alarm or Signs of Fire

Raise the Alarm
Shout/Hit Alarm/Break Glass

Leave the Building by the
nearest safe Exit/Fire Exit .ﬁ' _’I

DO NOT USE LIFTS

: N K N K
escape route via any energy centre gantry. z"r: Go to the Assembly Point for your building zﬂn

Report to the Incident Marshal

DO NOT RETURN TO THE AFFECTED BUILDING UNDER ANY CIRCUMSTANCES

Move to Fall-back Accommodation

(When instructed to do so by the Incident Marshal)
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Emergency Door Release & Safe Route Signage

The emergency door release mechanisms fitted around the campus are pictured below. The use of one
of these will release the door in question and raise an alarm triggering a security response. These
mechanisms should only be used in the event of an emergency.

—— e —

In the event of an emergency please follow the illuminated escape/safe route signs to exit
the building.
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Dataroom Fire Alarm and Gas Extinguishing System

The fire suppression is a gas system either using FM 200 or IG55 gas ( Argon, Nitrogen
mix) it extinguishes fire by reducing the oxygen content of the space to less than 15%.

The extinguishant control panel is located in the cold zone.

Coincident operation of 2 two smoke detectors is necessary before release of
extinguishant is initiated.

First stage audible alarm is a sounder and the BladeRoom beacon.

Second stage is a combined beacon and electronic sounder and bells.
Extinguishant Hold Off switches are located near each fire exit.
If you are in a dataroom when the second stage is triggered it is possible to hold off the

gas discharge for 30 seconds, this should allow enough time for all persons to exit the
dataroom.

Upon hearing the bells, press and hold the extinguishant Hold Off switch.
The hold off switch resets a 30 second counter, the gas will discharge if the alarm is active
and the button is released.

Extinguishant control panel located in the cold zone

Extinguishant
Hold Off

Fire Alarm activation point Extinguishant hold off switches are located
at either end of the cold zone

V13.0, Issued 28/02/23
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Emergency and Safety Actions - Invacuation

Invacuation SMS
or Notification

Inform everyone around you that an

Please ensure you familiarise yourself with will occur

the invacuation refuge area for the
buildings you work in.

These are typically in areas such as Move to Refuge Area within Building

stairwells.

Remain In-Place until instructed by the
Incident Marshal to:

Evacuate Return to normal
(Move to Assembly Point & .
then Fall-Back Facility) business

NG
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First Aid Information

First Aiders

To obtain First Aid assistance please contact a Security Guard, or contact Ark Service Desk on 01225
818999.

First Aid Kits

First Aid Kits are available in each Kitchen area, Building Operations Room and Security Control Room.
Eye Wash

Eye wash Stations are available in each building.

Accident Reporting

Any injury suffered whilst working at Ark should be reported to Ark Service Desk on 01225 818999. All
accidents must be reported in the relevant building accident book.
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When working at Ark

Access Arrangements

All planned work must be booked in with Risk Assessments and Method Statements (RAMS) giving five
working days notice. Once approved, all work will be assigned a unique Change Number. As an
individual you have a legal duty of care to read and understand your companies risk assessments and
method statements.

All visitors and deliveries must be booked in advance. Portal users are required to book any visitors or
deliveries to site at least 4hrs notice before they are due to arrive. Please note for any works requiring
RAMS, relevant requests must be submitted at least 72hrs in advance.

Qualifications

You must be suitably trained and have proven qualifications for the tasks and equipment you use.
PPE

You must wear suitable PPE as identified in your RAMS.

Tools and Equipment

Only use Tools & Equipment suitable for the task.

All electrical equipment MUST have a valid PAT test — this must be available before use.

Access equipment must be provided by you.

Ladders and steps may be used only as a last resort after all other alternatives have been considered.
Mobile Platforms, scaffolds, etc. must be inspected prior to use by qualified persons.

No site equipment can be borrowed.

Server Lifts, are bookable via ASD.

IT Crash Carta, are bookable via ASD for use in the datacentre.
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Permits

Some activities require a permit to be issued. When applicable these permits require a minimum of five
working days notice for planned work. Emergency permits will be catered for as necessary. Permits are
issued by the building management teams, complete with any other relevant documentation needed to
carry out the approved work. Failure to follow the guidelines and control measures in these documents
could mean you may be held culpable in the event of an incident.

Examples of works requiring permits are:
Hot Works:;
Fire Alarm Works & Fire Suppressant Works;

Confined Spaces;

Working at Height & use of Fall Arrest PPE;
Electrical Terminations & Isolations;

ANY High Voltage Operations.

Works are restricted to the area and the person(s) authorised on the permit WITHOUT EXCEPTION.
Permits must be displayed at the point of work.

Permits to Work are NOT transferable and are ‘time limited’ — you MUST adhere to the Permit to Work
conditions.

o
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Waste Packaging Disposal

If you are responsible for materials being delivered to site you must also have arrangements in place
for the removal of any packaging or waste generated as a result.

Appropriate Duty of Care documentation should be correctly completed and available for inspection
(e.g. Waste Transfer Notes, Consignment Notes).

Oil Delivery and Storage

Chemicals & fuels should only be stored in secure contained areas away from drains.
COSHH/data sheets must be available for all chemicals.

Spill Kits are available at each building and they should be used in the event of any spill.
Discharge to drainage systems is not permitted.

FGAS

Only suitably qualified personnel are authorised to carry out works on any equipment containing
refrigerant gases.

If any of the following occur, ASD should be notified immediately on 01225 818999

Building or Structural Damage, Spills such as Oil or Diesel, Discharges (FGAS) an accident of any
kind or Emissions to water or air (coolant, refrigerant etc).

o
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When Working within the Data Rooms

1) Blan king is essential

/| Do not obstruct motorised

louvre doors, allow them to close
behind you

3 ) Do not obstruct extemal doors,
allow them to close behind you

0 Ensure that there no exposed
gaps where servers may have
beenremoved fromarack

5,..:' Ensure velocity sensors are not

6) Keep corridors and aisles free
from obstructions

Keep exhaust /inlet dampers /

pressure relief dampers clear of
obstructions

8 ) Where possible evenly distribute |
servers within the racks

+ Effective housekeeping is essential to maintain the energy efficient operation of the Data

Rooms

ARK?°
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When Working within the BladeRoom Data Rooms

Qf BLANKING BETWEEM
ADJACENT RACKS AND
CABINETS

If racks are not fitted to
the full length of the cold
aisle the area betwesn
adjacent racks needs to
be blanked off

2 Jp——— « Blanking is essential for the efficient

ANDTOTHE SIDE . -
OFTHE RACKS AND management of airflow and efficient
CABINET . .

Any gaps to the side and operation of the Data Room cooling
ouldbe il system.

B FRONT BLANKING TO
RACKS AMD CABINETS

Unusad space within
each rack or cabinet
should be blanked

«  Effective blanking provides total
separation of the cold aisle and hot
aisle which enables Ark to maintain
the ideal environment.

e' SIDE BLANMING
TO CABINETS

Where cabinets are used
side blanking
is required
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Compliance Summary

All personnel on the Ark Campus MUST comply with ALL relevant H&S, legal and site rules.
A Health & Safety and Environment notice board is displayed in each building.

A risk assessment is required for YOUR work (including COSHH information for chemicals to be used),
Ark MUST approve this BEFORE work starts.

You MUST have a relevant valid insurance certificate.
Permit to work rules MUST be followed.

You MUST be trained to carry out your work.

You MUST be aware of site emergency rules.

You MUST comply with safe systems of work.

Any accident or safety concern MUST be reported to Ark service desk on 01225 818999 and your own
company.

All cabinets MUST be completely blanked after installations.

o

ARKP°
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Thank you for your participation, please now sign that you
have read and understood this induction. This will ensure
that your induction is registered.

Please remember:

“Safety and Security is everybody's responsibility”

If you have any questions please ask.

AAAAAAAAAAA
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