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Log on to the Firewall with your normal log on details.

Go to Networking > Interface

Select ‘Edit’ for the interface that you will be using for the VIP (normally your external link e.g. ADSL)

Name IP/MNetmask Zone Type Link PPPoE Configure
adsl1 80.58.33.1/32 Untrust Layer3 up # Edit

serial 0.0.0.0/0 MLl Unused down = Edit

trust 192,168.1.1/24 Trust Layer3 up e Edit
untrust 0.0.0.0/0 Ml Unused down - Edit

vlanil 0.0.0.0/0 YLAN Layer3 down - Edit

At the top there will be a selection of acronyms, select VIP.

Interface: adsll (IP/Netmask: 80.68.33.1/32) B

¥IP IGMP Monitor

Properties: Basic MIP DIP

Interface Name adsl1 {mac 0010.db7d.d059)
Zone Name | Untrust i

() Obtain IP using DHCP [ Automatic update DHCP server parameters
) Obtain IP using PPPoE MNana | ¢y Create new pppos setting
) static IP
IP Address / Netmask B50.68.33.1 |5 32 Manageable

Manage IP * 80,68.33.1 (mac 0010.db7d.doss)

Change the setting so it says ‘Same as the untrusted interface IP address’. Click ‘Add’

Add/Modify VIP Entry
) same as the untrusted interface IP address

@ virtual IP Address |0.0.0.0

The VIP will now have been added. Now click on ‘New VIP Service’

Interface: adsl1 {IP/Netmask: 80.68.33.1/32) Back To Interface |

Properties: Basic MIP DIP YIP IGMP Monitor Mew YIP Service

vIp VIP Services
IP Address Gonfigure Yirtual Port Service(Port) Server IP Status Configure
80.68.33.1 Edit = Remove Mo entry available
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Now select the service you wish to run a VIP for under ‘Map to Service’ and enter the | P address you are mapping to.
(This will normally be done for Outlook Web Access so you will be using HTTP (80) and the IP will be for your
Exchange Server.) Click OK

virtual IP | 8068331 ¥
Yirtual Port |80
Map to Service HTTP (BD) v

Map to IP |0.0.0.0

Server Auto Detection Enable

[ oK ] l Cancel
This is what your VIP will now show
YIP YIP Services
IP Address Configure ¥irtual Port Service(Port) Server IP Status Configure
20.62.33.1 Edit | Eemowve 20 HTTP {80) 192,168.1.2... Down Edit | Rermove

Now go to ‘Policies’ and click add a new policy from untrust to global. The source address will be ‘ANY’ and the
Destination will be "VIP(****)’ (Where ***** s your interface). Now select the service you are allowing for this policy,
this will be the *Map to Service’ from above. Now click OK

MName {optional)

CiMew Address 1

Source Address - _
) address Book Entry | Any w || Multiple
O Mew Address 7

Destination Address

&) address Book Entry | VIP(adsl)  + | Multiple

Service HTTFP w |

Application | None w

[] URL Filtering

Action Fermit v: [ Deep Inspection

Tunnel Py j:NDne V:
[ Madify matching bidirectional YPN policy
LoTp Naone v |

Logging [ ] at Session Beginning [

I (6]4 ] [ Cancel I I Advanced

This will now allow anyone to connect. To set up password security continue with the next steps.
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Go to Objects > Users > Local, and click ‘New.” Select a user name, this will be used as the log in user name as well
(E.g. an email address). Tick the box for ‘Authentication User’ and enter a password. Click OK.

Auth/IKE/L2TP/XAuth User

User MName .Test

Status & Enable ) Disable

[ IKE user Mumber of Multiple Logins with Sarme 1D 1
O simple Identity

(O Use Distinguished Name For ID

Authentication User User Password esss
[] XAuth User Confirm Password sees|
[J LzTP User

Go back to policies and click on edit for the policy you have created for the VIP. Now click ‘Advanced’.
Scroll a little way down until you get to the box for ‘Authentication’ and tick it and from the ‘User’ drop down menu
select Local Auth User - ***** (\Where ***** |5 the user name given in the last step). Click OK.

&) Auth Server @ Use Default

@) Local «
Authentication Y

O webauth (Local)
User Group O fAIIDWAny bt

User (&) I ocal Auth User - TastRdl Ewternal User |

Group

Expression L Allow Any Gl

This has now set up the VIP for a User with log in details.
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