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VPN Configuration: NetScreen Firewall and 
NetScreen Remote Setup  

Dial up VPN 
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Stage 1 Setting up the firewall  

This settup will be done for a user Dave please change the user name for anything else you like.  

1 Open your web browser and got to your Juniper firewall web interface.   

2 Open Objects  Users  Local. Then click on a new entry. (Note: if setting up site to site between 2 firewalls, you will 
need to entre this under Addresses one for internal LAN and one for the external LAN you will be connecting to.)  

2.1 Enter a name to define this VPN connection, in this case Dave (easiest thing would be the name of the person who 

will be connecting or the business)  

2.2 Click the box for IKE (Internet Key Exchange) User, and select Simple Identity.   

2.3 Leave IKE ID Type at AUTO and in the field IKE Identity put a user name, in this case Dave@Datanet.co.uk 
(normally an email address). Click OK  

  

3 Open VPNs  AutoKey Advanced  Gateway. Then click on a new entry.  

3.1 Enter Dave (kept the same as above to avoid confusion)  

3.2 Now select Dialup User, and on the User drop down menu select Dave.  
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3.3 In the Preshared Key enter a password. This must be at least 8 characters long and under 256 characters. 

   

4 Now select Advanced  

4.1 Select User Defined and drop the top drop down box to pre-g2-3des-sha.  

4.2 Change the Mode from Main to Aggressive.  

4.3 Enable NAT-Traversal.  

4.4 Leave the rest of that page alone and go to the bottom and press Return.  

  

5 You will now be back in the previous page, now press OK.  

5.1 Open VPNs  AutoKey IKE. Then click on a new entry.  

5.2 Enter Dave as the VPN Name and click Advanced at the bottom.  

5.3 Now select Custom and under Phase 2 Proposal in the first drop down menu select nopfs-esp-3des-sha.  
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5.4 Now press Return, this brings you to the previuse page, now press OK at the bottom  

    

6 Open Policies from the left hand bar.  

6.1 At the top select From Untursted and To Trusted from the drop down menu and cllick New  

6.2 In Name put Daves VPN.  

6.3 Under Source Address select Dial-UP VPN from the drop down bar.  

6.4 Under Destination Address select Local LAN from the drop down bar.  

6.5 In the Action drop down select Tunnel.  

6.6 From the Tunnel VPN drop down menu select Dave.  

6.7 Click OK.  

   

The VPN is now set up on the Firewall, please refer to Netscreen Remote setup document for the end  


